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fiE] AR

&l Nk H: Personal Identification

o #SFE: authentication
o KANTHEZLZENDD
e authenticate: to prove that something is genuine, real, or true.
e #3m]: authorization
o MR D 2 Z L Z2llEN D, FFA[T S
e authorize: to give official permission to something, or for
somebody to do something.
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EASIIRDE =

o RADFE

o NAT—F, MEDOY—F
o F¥b¥)

o ICH—F, A~v—1t+ 7+, @LEEE
o RANZDHD

o BN, WK, #iR. M
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0 AV a2 —&XNIT AT — R 7 7 4 LB
o T—HWAN LRV — FE2—JAlES{k (hash k) L TRTE
o TR1FEL TV B IEE LIFEALTH & bk
e hash Bi%K
o T—RE—EDEIDFINEH
o BB T —21F, FEHCEZ S Ny ¥ 2fHIC
o MD5, SHA-1, SHA-256 72 ¥ 23d %
o IEELLTWVWTH, RRY—KT7 7 A NLE2EEND L, FiE%E
O R W)
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) & — M EEROIE Sk

@ SSH (Secure Shell) ZHWT, #EZD b D ZEF{b
o NFAFEMES 2 FH L7 SSL/TLS

o ID ¥ %R 7 — FHEEEIFRZ N BB, % RiE5{te1T5
o CHAP FZRE: Challenge Handshake Authentication Protocol
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CHAP F8AE:

Challenge-Handshake Authentication Protocol

Q Host
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S b7 — 7 EEE

o v MU= THHLIza v 2 — XEHCHEOFGE & fR 1
e LDAP (Lightweight Directory Access Protocol)

o LDAP #— N\IZIE#R % 549

o Windows Ti&, AD (Active Directory) & -5

o BFETIX, SSL/TLS ZHWTH—N - 2754 7> MEDIEE

=51k 2 S
FORE Y — N |D/PW p
passwd 2
file User
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F2NGE: Multi-factor authentication

o IO BEXREZHEHBH N5 Z v T, AREE LT 5
o WIJ INA T — ]‘munIE}_)_(\_)_%)&x_

0o AX—F+ 74 A\Ya—FrAvk—Ir LT, BEZED
o ANX— 73 VOFFFET TV VT, HiEIT 5

@ Microsoft365 C{#
"AF | bW @
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FIDO: Fast Identy Online

@ NAY— ]‘%{éb?\ J“ﬂiﬁ§?%onuni|z7‘/\/f X%{éjﬁf
o TFPRIF

o FRRET NA A THAZSHE & AN BHE % A AR

o NHHEEA YT AV — ¥ RITER
o N4 VI

o Y—VEY ANF ¥ I/V‘\/oiiﬁu%nunIET/\/f Xbuji{n
o WAL T NA ADMEHTTF v L ¥ I XFINTEL L TRIE
o H— b RN NFAETEETEIUL. FRIEKID
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Device

FIDO registration

User Service

connect

generate

challenge
send Challenge

encoded by
private key

generate key
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FIDO login

Device

User Service

connect

send Challenge
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o B A7 LD Web 1l
o FHMEMNICZE D Web BUEFR S X7 L
o «/;<7r14ﬂ&&umuﬂEj—%)t
o VAT LBIZELRDID 28R T —F
o FIFHFZIC Y - Cld/EME
o B AT LADEAFE L., FRAEDMAH AR T
o AT ALIZID 2R Y — FREM
o ID/ SRV — NV X2
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SSO: Single Sign-On

o BHED Web BUEMH S 2 F Al2, —EOu 4 > T7 7L AT

& 3 A A
o —JEFSNEEICIIT 5 L. MMDIEIwS AT A TIFHEDRGEZ L
VAN
1. ID/PW HE 2. ID/PW R
Webl Web?2

User
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Shibboleth FZEIE

o H— U R{EMEF:SP (Service Provider)
o FRAEHRAEF 1P (Identity Provider)
(*] SP &\-*ﬁ%’/_ﬁj—% Z\ nlunmg*%f dP G\-Jﬁﬁ:
o 1—H&, IdP TlREZ T, AL AR % SP NIX(E
o HHEL: FHREIEMIZ SPICITES WL
o SP ¥ IdP 2VEZITEHAHR L 720
o WAlIETH 5 Z xix. Web 77 7 D3R
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SP Web 7' w7+ IdP
73 T
SAML V 7 =X b YXALZ b
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o SP & IdP 23tHEIZ(EHE L 7 #H##% % 1E % (federation)
o IER) : K¥EDIAP b, il — L 2D SP
@ https://www.gakunin. jp/

e SP Dl
o FITHERS
o AVIA VHE
o ?‘DIJ
R 1 HF—b 21
Internet
K2 HF—E R 2
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@ eduroam

e https://www.eduroam. jp/
o FFERFATH, HR¥D ID THELRE A
o 7 A b ID FEAT DN
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